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Abstract Information security is very much important in this Internet world, espe-
cially in electronic communications such as system security, smart card, mobile
communications. Cryptography is based on transformation of multiple rounds of
transformation of messages in the form of plain text as input into encrypted text
message. Through suitable mathematical technique, secrecy of the information is
maintained. This paper proposes a cryptographic technique using probability and
bilinear transformation for encryption and decryption of a message. The algorithm
for encryption and decryption is given. The probability concept is employed to secure
the key between the communicator and recipient. The methodologies are used to get
a safe communication between communicator and recipient. The bilinear transfor-
mation gives more secure for the process in key transformation. The bilinear trans-
formation is used to encrypt the message. The inverse bilinear transformation is used
to decrypt the message. The example is presented to validate the theory part.
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1 Introduction

In Universe, computer networks, Internet and mobile communications are more
important and unavoidable part of our society, so that information security is obvi-
ously required to protect from hackers. One of the widely used approaches for infor-
mation security is cryptography [1–4]. The mathematics of encryption, plays a major
role in many fields. The main goal of cryptography is to ensure the secret communi-
cation between two individuals. Encryption is the process of obscuring information
to make it unreadable without special knowledge.

A new cryptographic technique applying probability and bilinear transformation
is carried out. Bilinear transformation find its application in many fields. In cryptog-
raphy also, it plays a significant role [5–10]. The concept of probability is included
in this method, which acts as a secured key between the sender and the receiver.

In this paper, Sect. 2 describes the standard definitions applied in this crypto
analysis. Section 3 presents the algorithm for encryption. Section 4 demonstrates the
algorithm for decryption [11–13]. The coding table applied for this cryptographic
analysis is given in Sect. 5. Encryption process explained in Sect. 3 is demonstrated
with an example in Sect. 6. Section 7 demonstrates the decryption process given in
Sect. 4 with an example. Section 8 is about the conclusion followed by references.

2 Standard Definitions

The following standard definitions are applied in the cryptographic analysis in this
paper.

2.1 Plain Text: Plain text is the data which can be directly read by any person. It
is the information which has to be shared secretly to the receiver.

2.2 Cipher Text: The transformed form of plain text, which can be read only using
the key specified by the sender is called the cipher text [14, 15].

2.3 Cipher: Cipher refers to the algorithm through which the plain text is
transformed to cipher text.

2.4 Encryption: Encryption is the process in which the given information
is converted into secret message. This hides the original information reaching
unauthorized persons, using the secret key.

2.5Decryption:Decryption is the reverse process of encryption. This is the process
in which the encrypted text gets converted into original text with the usage of the
secret key.

2.6 Bilinear Transformation: Bilinear transformation is given by T = a1B+ a2
a3B+ a4

T =
a1B+ a2
a3B+ a4

. This is applied in the encryption process of this paper.
2.7 Inverse Bilinear Transformation: Inverse bilinear transformation is given by

B = a2− a4T
a3T− a1

.B = a2− a4T
a3T− a1

. Decryption process of this process uses this inverse
transformation.
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2.8 Modulo Operator: The modulo operator gives the remainder value when one
number is divided by another number.

2.9 Probability: Probability of the event is the chance of the event to happen.

Probability = number of favourable outcomes

total number of outcomes

The concept of probability is applied in framing the bilinear transformation in
this paper.

3 Collection of Raw Data

The step by step procedure to be followed in encryption are as follows.

Step 1: Assign numerical values to alphabets, space and full stop.
Step 2: Apply Bilinear Transformation T = a1B+ a2

a3B+ a4
.T = a1B+ a2

a3B+ a4
. Here,

a1, a2, a3a1, a2, a3 and a4a4 are chosen using probabilitymethod. It can be chosen
based on the willingness of both the sender and the receiver which can help to
maintain secrecy.
Step 3: To each numerical value in step 1, find its equivalent T value.
Step 4:Multiply the values of T by 100,000.
Step 5: To the values in obtained in step 4, find modulo 54 and its equivalent key
values Kn.Kn.

Step 6: Cipher text is obtained from the equivalent encrypted codes of values in
step 5.

4 Algorithm for Decryption

Decryption is the reverse process of encryption. In this stage the cipher text gets
converted to plain text. The process of decryption has the following steps to be
performed.

The step by step procedure to be followed in encryption are as follows.

Step 1: Using each values of key KnKn and the corresponding values of Kn, Kn,

are obtained.
Step 2: qn = Kn ∗ 54 + Enqn = Kn ∗ 54 + En

Step 3: Divide each qnqn by 100,000.
Step 4: Inverse Bilinear Transformation B = a2− a4T

a3T− a1
.B = a2− a4T

a3T− a1
.

Step 5:With the help of the coding table, the plain text is obtained from the values
of B.B.
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5 Coding Table Used for Cyptographic Analysis

A B C D E F G H I J K L M N O P Q R

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18

S T U V W X Y Z a b c d e f g h i j

19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36

k l m n o p q r s T u v w x y Z Space Full Stop

37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 0

6 Encryption—Worked Example

The encryption process applied here is explained using the word ‘Mathematics’.
Step 1: To each letter of the word ‘Mathematics’ the corresponding code is

obtained using the code table mentioned in Sect. 5.

M a t h e m a t i c s

13 27 46 34 31 39 27 46 35 29 45 0

Step 2: For choosing the values of a1, a2, a3a1, a2, a3 and a4a4, the method of
probability is applied.

In this example, the experiment of tossing two coins is considered. The possible
outcomes are as follows:

S = {HH, T T, HT, T H}S = {HH, T T, HT, T H}

The values of a1, a2, a3a1, a2, a3 and a4a4 are chosen as follows:

a1 = the probability of getting 1 head = 2

4
= 0.5

a2 = the probability of getting 2 head = 1

4
= 0.25

a3 = the probability of getting no head = 1

4
= 0.25

a4 = the probability of getting atleast 1 head = 3

4
= 0.75

Thus, T T is obtained as,

T = 0.5B + 0.25

0.25B + 0.75
T = 0.5B + 0.25

0.25B + 0.75
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Step 3: Assuming the values obtained in step 1 as BB, the values of T T are
obtained and listed in the following table.

B 13 27 46 34 31 39

T 1.6875 1.83333 1.89796 1.86486 1.85294 1.88095

B 27 46 35 29 45 0

T 1.83333 1.89796 1.86842 1.84375 1.89583 0.3333333

Step 4: Each value of T T is multiplied by 100,000 and assigned to EnEn .

T 1.6875 1.83333 1.89796 1.86486 1.85294 1.88095

EnEn 168750 183333 189796 186486 185294 188095

T 1.83333 1.89796 1.86842 1.84375 1.89583 0.333333

EnEn 183333 189796 186840 184375 189583 33333

Step 5: Now, to each EnEn modulo 54 is obtained and assigned asCnCn . Also,
the corresponding KnKn is obtained.

EnEn 168750 183333 189796 186486 185294 188095

CnCn 0 3 40 24 20 13

KnKn 3125 3395 3514 3453 3431 3483

EnEn 183333 189796 186840 184375 189583 33333

CnCn 3 40 0 19 43 15

KnKn 3395 3514 3460 3414 3510 617

Step 6: With the EnEn values obtained, the corresponding cipher text is obtained
using the coding table.

0 3 40 24 20 13 3 40 0 19 43 15

. C n X T M C n . S q O

The plain text ‘Mathematics’ is now converted to the cipher text
‘.CnXTMCn.SqO’. The coding table, the key values KnKn and the probability values
a1, a2, a3a1, a2, a3 and a4a4 chosen for framing bilinear transformation are shared
only between the sender and the receiver.

7 Decryption—Worked Example

The decryption process is explained with the same cipher text ‘.CnXTMCn.SqO’ as
follows.
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Step 1: Using the coding table, the numerical values corresponding to
‘.CnXTMCn.SqO’ are obtained.

. C n X T M C n . S q O

0 3 40 24 20 13 3 40 0 19 43 15

Step 2:With the values ofCnCn and KnKn , the values of EnEn are obtained using
the relation En = Kn ∗ 54 + CnEn = Kn ∗ 54 + Cn .

CnCn 0 3 40 24 20 13

KnKn 3125 3395 3514 3453 3431 3483

EnEn 168750 183333 189796 186486 185294 188095

CnCn 3 40 0 19 43 15

KnKn 3395 3514 3460 3414 3510 617

EnEn 183333 189796 186840 184375 189583 33333

Step 3: Divide each value of EnEn by 100,000 which gives the values of T T .

EnEn 168750 183333 189796 186486 185294 188095

T T 1.6875 1.83333 1.89796 1.86486 1.85294 1.88095

EnEn 183333 189796 186840 184375 189583 33333

T T 1.83333 1.89796 1.86842 1.84375 1.89583 0.333333

Step 4: The inverse bilinear transformation related to T T is

B = 0.25 − 0.75T

0.25T − 0.5
B = 0.25 − 0.75T

0.25T − 0.5

Using the values of T T , the values of BB are obtained as listed below.

T T 1.6875 1.83333 1.89796 1.86486 1.85294 1.88095

BB 13 27 46 34 31 39

T T 1.83333 1.89796 1.86842 1.84375 1.89583 0.3333333

BB 27 46 35 29 45 0

Step 5:With the help of the coding table, the plain text is obtained from the values
of BB as follows.

13 27 46 34 31 39 27 46 35 29 45 0

M a t h e m a t i c s .
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8 Conclusion

A new cryptographic algorithm applying probability and bilinear transformation has
been proposed in this paper. The plain text ‘Mathematics’ has been converted to
cipher text using the proposed encryption algorithm. Also its reverse process using
decryption algorithm has been furnished to get the plain text. This paper proposes
a cryptographic technique using probability and bilinear transformation for encryp-
tion and decryption of a message. The algorithm for encryption and decryption is
expressed in detail. The probability concept is used to secure the key between the
communicator and recipient. The advantage of this method is that the process carries
out protection at two stages one at choosing probability and the other at finding the
key points. The methodology is useful to get a safe communication between commu-
nicator and recipient. The bilinear transformation gives more secure for the process
in key transformation. The bilinear transformation is used to encrypt the message.
The inverse bilinear transformation is used to decrypt the message. The example is
presented to validate the theory part.
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